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Executive Summary 

The current deliverable makes a description of the integration done at the task 4.3. This task is 
dedicated to the integration and testing of the different modules of the URB-Grade project. This 
integration is fed by the developments made at the previous task 4.2, following at the same time all 
the guidelines that were defined at task 4.1.  

Consequently, this integration will be the guide for a fine tuning at the task 4.4 and the validation at 
the final environment covered by Task 5.2. 

 

 

Figure 1 - Dependencies between tasks and work packages 

The integration for the DaaS Platform must be seen from two different perspectives: the pilot sites 
integration and the DaaS Cloud Platform integration.  These two main components have their 
internal integration, but one of the main challenges is the integration of these two components 
between them, which has been basically resolved exposing secured SOAP services. These 
services need to receive signed messages via an encrypted channel to ensure the security. 

Internally each pilot site has resolved the integration of their sensors, components and gateways in 
different ways while all of them maintain the main concepts defined previously in the architecture: 
data collection, data process, data cleansing, composition of the messages to be sent and secure 
integration with the cloud platform. 

On the other hand, the DaaS Cloud Platform is composed by a set of microservices, with the 
added difficult that most of them has been developed by different partners. This is other of the 
main challenges of the integration, the synchronization between partners.  The orchestration 
module tries to solve this part isolating the direct dependency between all the modules, and taking 
the role of an intermediary inside the cloud platform. 

Finally, the integration tests done at the platform check the whole expected functionality as it is the 
most important point to consider and also the main input for the next task (T4.4.).
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Abbreviations 

D Deliverable 

DaaS District as a Service 

DCP DaaS Cloud Platform 

SOAP Simple Object Access Protocol 

SSL Secure Sockets Layer 

TCP/IP Transmission Control Protocol / Internet Protocol 

GSM Global System for Mobile communications 

GPRS General Packet Radio Service 

IEEE Institute of Electrical and Electronics Engineers 

XML eXtensible Markup Language 

API Application Programming Interface 

AMM Advanced Metering Management 

GIS Geographic Information System 

ESB Enterprise Service Bus 

URL Uniform Resource Locator 

ISM Industrial, Scientific and Medical 

WSM Wireless Systems Manager 

IOT Internet of Things 
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1 Introduction 

The integration of different services from a point of a view of a microservices architecture allows 
the system to have a high capability to add and remove services as an easy task, but the 
interconnection of different processes with all the interchange of information that gives the system 
a whole concept of platform, is a challenge itself.  At the same time, the distribution of efforts 
among several heterogeneous companies is also a big challenge in terms of integration. 

The isolation of development and dependencies is guaranteed by a microservices architecture, 
and, on the other hand, the integration should be done only strictly following the defined contracts 
between all the processes. That is why the definition of the contracts is one of the most important 
issues when building these kinds of architectures.  If this is done correctly and previously to the 
integration, the process to integrate the services that compound the platform should be an easy 
task, but, if not, this safe integration can turn into a mess of dependencies. 

From a point of view of communications, the DaaS Platform is divided in two basic parts: the cloud 
platform, and the pilot sites. The integration between these two main modules is done by 
communicating the obtained information at pilot sites to the cloud platform through the aggregation 
interface, which is part of the orchestration module. Moreover, the cloud platform is composed 
internally by a microservices architecture and here again the orchestration module is the glue 
which allows connecting all these internal services. 

Therefore, this document is divided in two main sections: 

- The Pilot Sites: Section that focuses the attention on each pilot site, describing the internal 
modules and the integration done internally and externally to connect to the cloud platform. 

- The DaaS Cloud Platform: Section focused only in the integrations done inside the cloud 
platform. 

Finally, the document shows, in an annex, the results for the integration tests, including stress 
tests, done. It is very important to remark that these results will be the input for the next task: T4.4 
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2 Pilot Sites 

2.1 Eibar 

2.1.1 Modules to be integrated 

The Figure 2 – EibarPilot Site Components, shows all the components developed in the pilot site of 
Eibar to recollect, store, process and clean the pilot site data before being send to the DaaS Cloud 
Platform through the aggregation interface. 

 

 

Figure 2 – EibarPilot Site Components 

 

Module Name Rationale Type 

EDICOD_CCXUIMS 
Auto-formatting of the data 
from IK4-measurement nodes 

Program 

EPilotProcessor:Comp_LogsCLToDB 
Processing IK4-measurement 
nodes data to Local Database 

Program 

EPilotProcessor:Comp_UrbiluxToDB 
Processing Urbilux data to 
Local Database 

Program 

EPilotProcessor:Comp_WebformsToDB
Processing Web Forms data to 
Local Database 

Program 
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Database:CompMySQL 
Store local data from Eibar 
Pilot Site 

Database 

EPilotProcessor:CompToAgreggation 
Send data to aggregation 
Module 

Program 

Table 1 - Eibar's Pilot Site Components 

 

2.1.2 Integration Architecture 

In the Eibar pilot site, two different types of meters that are able to read the power consumption of 
the street lighting system have been installed.  

1. Urbilux: Control module installed in the Command Center able to store electric 
consumption data of the installation. It is able to communicate with a command control 
center via GSM interface and able to be read in situ by a RS232 or RS485. 
 

2. Tekniker Ik4 measure system: 
 

 Master:  
o Sensing of temperature, current and voltage. 
o Management of slave nodes. 
o GPRS communication capabilities. 

 Slave nodes: 
o Sensing of temperature, current and voltage. 
o Communication with other nodes based in IEEE 802.15.4, 2.4GHz ISM 

band.  
 WSN manager:  

o This manager is responsible of setting the functionality of the master 
and slaves nodes. 

o Program lighting profiles within the network. 
 

These meters send data of energy measurements via GSM to the monitoring layer where the raw 
data is processed by the data collection module, implemented in .NET (C#). 

The processed data is stored in a local database (MySQL) to, afterwards, communicate with the 
aggregation interface of the Platform by SOAP web services. 

The surveys’ data is also included in the monitoring layer of the pilot site of Eibar. These data is 
based on two different approaches: 

 In situ survey data: The survey is collected from the Street Lighting Structure, through QR 
codes. 

 Web based survey: The survey is performed in a web format. 

Besides, there are other data sources in the pilot site of Eibar that are host in the Gateway. Utility 
company data, luminance data, events and individual measures taken by the employees are also 
collected. 
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Figure 3 - Eibar’s Pilot site approach 

All this data are integrated as can be seen at the above figure. First, the data is located at the 
Receptor Data Center on IK4-Tekniker servers to afterwards be processed and cleansed at the 
gateway by different EPilotProcessors like the Comp_LogsCLToDB or the 
Comp_UrbiluxToDBandComp_WebformsToDB and stored in a MySQL database. After, 
EPilotProcessor:CompToAgreggation aggregates the data to the DaaS Cloud Platform as 
explained in section 2.1.3.1. 

2.1.3 Integration with DaaS Cloud Platform 

2.1.3.1 Process to compose message Info 

 

The Figure 4 - Aggregation of the Eibar’s data to the platform, shows how the information of the 
pilot site is aggregated to the DaaS Cloud Platform. The data obtained from the different data 
sources in the pilot site scope, which was already processed, cleansed and stored, is loaded into 
the EPilotProcessor:CompToAgreggation, where is formatted using the formats defined in the D3.3 
before being sent to aggregation interface. After that, these data is sent by the aggregation 
interface in the defined formats to the DaaS Cloud Platform. 
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Figure 4 - Aggregation of the Eibar’s data to the platform 

An example of aggregation schema used by the EPilotProcessor:CompToAgreggation to format 
the data before being sent to the aggregation interface: 
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DSE01 - Urbilux data source 

 

 

2.1.3.2 Security implementation 

The process to secure the data follows different ways for each of the data sources of the Pilot Site 
as can be seen in the next table: 

 

ID nr.   Name Security approach 

DSE1 
Urbilux consumption 
measurement node 

This data is host in a computer owned by the Town Hall of Eibar and 
juts shared with the Receptor Data Center. Urbilux nodes call (by 
GPRS) a specific program that manages them. 

DSE2 
IK4-Tek consumption 
measurement node 

The IK4-Masters nodes call (by GPRS) EDICOD_CCXUIMS which is 
located at Receptor Data Center. These nodes have to authenticate 
themselves against EDICOD_CCXUIMS with individual password. 

DSE4 Surveys 

This information is stored in the Receptor Data Center in a folder 
secured by a password. 

DSE5 In situ Vote system 

DSE7 Events 

DSE9 Utility company data 

DSE12 
Luminance of the 
area 

Table 2 - Eibar Pilot Site data sources security approach 

The Receptor Data Center is hosted at the servers of IK4-Tekniker with all the security 
implementations of its network and cannot be accessed from the outside. 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schemaxmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified"> 
 <xs:element name="gcontent"> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="consumer_measure"> 
     <xs:simpleType> 
      <xs:annotation> 
       <xs:documentation>Power 
consumption of the installation</xs:documentation> 
      </xs:annotation> 
      <xs:restriction 
base="xs:double"></xs:restriction> 
     </xs:simpleType> 
    </xs:element>  
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
</xs:schema> 
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2.2 Barcelona 

In the city of Barcelona a gateway has been deployed in order to become a middleware between 
the heterogeneous data sources that exist in the city, regarding the pilot scope, and the DaaS 
platform. It is the responsible of collect all the data available, the processing and cleansing of this 
information before storing it in a local database and finally sends the pilot site data to the 
aggregation interface of the DCP in a fixed format previously defined. 

2.2.1 Modules to be integrated 

As showed in the following diagram, the Barcelona’s gateway is able to collect data from utilities’ 
consumption databases, web forms, local weather services and the smart meters deployed.  

 

 

Figure 5 - Barcelona's Pilot Site architecture 

The consumption data stored in the utilities’ databases is read and processed by the 
Comp_UtilityConsToDB component with the aim of select the interesting data and adapt its format. 
The smart meters deployed in the pilot site send periodically inside temperature and consumption 
data in a CSV file trough TCP/IP to an internal database hosted by Fenie Energía. 

The Comp_EMToDB and Comp_InTempToDB modules read and process these data. It is also 
possible to get external temperature information that will be processed by the 
Comp_OutTempToDB component. Information from web forms can be processed by the gateway 
using the Comp_WebFormsToDB module. Depending on the structure of these forms the module 
must be parameterised. 

All of these processing modules, once the data have been read, cleansed and processed, store the 
information in a local database that feeds the Comp_GWToAggregation module which sends 
periodically Barcelona’s pilot site data to the web service of the aggregation interface hosted the 
DCP. 
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Module Name Rationale Type 

BPilotProcessor:Comp_UtilityConsToDB 
Processes utility consumption 
data to local database 

Program 

BPilotProcessor:Comp_EMToDB 
Processes sensed energy 
consumption data to local 
database 

Program 

BPilotProcessor:Comp_InTempToDB 
Processes sensed inside 
temperature data to local 
database 

Program 

BPilotProcessor:Comp_OutTempToDB 
Processes outside 
temperature data to local 
database 

Program 

BPilotProcessor:Comp_WebFormsToDB 
Processes web forms data to 
local database 

Program 

Database:MariaDB 
Stores cleansed and 
procesed data from 
Barcelona Pilot Site 

Database 

Database:FESubmetering 
Stores raw sensed data from 
Barcelona Pilot Site 

Database 

BPilotProcessor:Comp_GWToAgreggation
Send data to aggregation 
Module 

Program 

Table 3 - Barcelona's Pilot Site Components 



URB-Grade D.4.3 - Integration and Testing of DaaS Platform 

Page 17 of 32 

2.2.2 Integration Architecture 

 

 

Figure 6 - Communication of the equipment installed in Barcelona’s Pilot Site 

The equipment installed in the facilities of Barcelona consists of: 

 Monitor: Displays energy consumption in real-time to give an immediate snapshot of 
energy use. 
 

 Jaw sensor: Transformer (toroidal) that measures the current which pass through the wire 
that it is embracing. It is a clamp easy to install. 
 

 Energy transmitter: Transmits intensity measurements captured by the sensor to the 
monitor via radio. 
 

 Internet module: Connects the monitor and a router to send the measurements via 
internet to a specific site. 
 

 Individual appliance sensor: Connected to the different appliances of the facility. It 
communicates via radio with the EnviR Monitor 
 

 Light Pulse Meter: Meter that is magnetized to the electricity meter and measures the light 
pulses produced by this. These light pulses symbolise the energy consumption. 
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Figure 7 - Barcelona's Pilot Site Approach 

The previous diagram shows a schematic vision of the architecture of the gateway. The sensed 
raw data, one collected, is sent automatically by the devices to a local database hosted in a server 
using TCP/IP protocol. Further on, the gateway programs process and cleans these data running 
several scripts and store the conditioned data in another local database (implemented using 
MariaDB) that is found in the gateway server. 

Finally, a java SOAP WS client sends periodically (typically on a daily basis) data to the 
aggregation interface.  

The hardware required for the implementation of the gateway is hosted in a dedicated server to 
ensure compliance with the requirements. 

 

2.2.3 Integration with DaaS Cloud Platform 

The designed Gateway has the next features: 

 Daily sending: By default the gateway is set to send information to the aggregation 
interface of the DCP once a day in order to minimize the length of the deliveries while 
keeping up to date the information. This parameter could be modified if needed. 
 

 Hourly data: By default the data sent is hourly but the local database stores also quarterly 
and minutely data for future requirements. This parameter could be modified if needed. 
 

 Four variables measured: Currently the gateway sends periodically information regarding 
energy consumption, energy price, interior temperature and exterior temperature. 
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 Resending of erroneous data: When the gateway detects a gap in the data or some 
values that are very likely incorrect tries to collect again the information from the 
measurement devices and send it again to the aggregation interface. 
 

 Error management: The web service client is able to deal with connection problems when 
sending data. Several reconnections are attempted before alerting about the error. 
 

 Log control: Every event or action in the gateway is recorded in a log in order to facilitate 
debugging and control. 
 

 Secure access: The web service client implements X509 security certificate to ensure its 
identity to the aggregation interface. 

 

2.2.3.1 Process to compose message Info 

The information sent is structured in a XML file according to a specific format defined in the 
appropriate schema definitions and then embedded in a SOAP message. The communication 
between the aggregation interface and the pilot sites gateways uses SSL protocol and signature 
authentication by using private certificates and timestamp. 

 

Below there is an example of message sent from the Barcelona’s gateway to the DCP aggregation 
interface. 

 

Barcelona's Pilot Site message example 

<?xml version="1.0" encoding="ISO-8859-1"?> 
<messages> 

<message> 
  <head> 
   <timestamp>2014-12-25T17:24:31Z</timestamp> 
   <messageType> 
    <type>001</type> 
    <version>0.0.1</version> 
   </messageType> 
   <messageSource> 
    <messageSourceElement>477</messageSourceElement> 
    <messagePosition> 
     <messagePositionX>41</messagePositionX> 
     <messagePositionY>-4</messagePositionY> 
    </messagePosition> 
   </messageSource> 
  </head> 
  <content> 
   <gcontent> 
    <measure_timestamp_start>2014-10-17T13:00:00Z</measure_timestamp_start> 
    <measure_timestamp_end>2014-10-17T14:00:00Z</measure_timestamp_end> 
    <energy_measure>2.9833</energy_measure> 
    <energy_price>0.012738</energy_price> 
    <temperature_in>21.3</temperature_in> 
    <temperature_out>15.7</temperature_out> 
   </gcontent>  
  </content> 
 </message> 
</messages> 
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2.2.3.2 Security implementation 

As it has been said before, the Barcelona’s gateway implements various security measures to 
check the identity of the gateway, to protect the confidentiality of the data collected and to 
guarantee the veracity of the information. 

 

 

Figure 8 - Diagram of web services X509 certificate security functionality 

 

The above figure represents schematically the security functionality of a web service that 
implements X509 security certificates like is the case of Barcelona’s Pilot Site gateway. 

The security concepts used in the communication between the DCP and the gateway, briefly 
explained, are: 

 

 Timestamp: Indicates when the message has been generated. The aggregation interface 
rejects all the messages out of a time window for avoiding process and old message. 
 

 X509 security certificate: It is a digital archive that identifies its owner. It has 2 keys, a 
private one than only knows the owner and a public one that is used for the recipient. 
 

 Server certificate: Identifies the server of the web service (the aggregation interface). 
 

 Digital signature: Part of the message that ensures the veracity of the content and the 
identity of the sender. The content is hashed in a digest using SHA1 algorithm. This digest 
identifies biunivocally the content of the message but using only 28 characters. After that, 
the digest, along with other information regarding the security used, is encrypted with the 
RSA algorithm using the key of the X509 certificate. The server is able to process the digital 
signature and compare the digest which is contained with the real content of the message 
to check the validity of the message. 
 

 Web service security policy: Defines the security requirements that must be used to 
connect to the web service. The Barcelona’s gateway uses Rampart to secure SOAP 
messages implementing the security policy defined. 
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2.3 Kalundborg 

In the surroundings of Kalundborg there is a small village called Svebølle where SEAS-NVE has 
installed WiFi over streetlight. The WiFi is the communication line between Internet Of Things (IOT) 
in the area and the SEAS-NVE SmartAmm platform. The platform is deployed in order to become a 
management and commissioning system between the metering data sources that has been 
installed in the houses.  

The platform is supporting the pilot scope, and servicing the DaaS platform. It is the responsible of 
collecting all the data available, the processing and cleansing of this information before storing it in 
a local database and finally the SmartAmm platform sends data to the aggregation interface of the 
DCP in a fixed format previously defined. 

2.3.1 Modules to be integrated 

As showed in the following diagram, the SmartAmm platform is able to collect data from utilities’ 
consumption databases, web forms, local IOT services and the deployed smart meters.  

 

 

Figure 9 - SEAS-NVE's SmartAmm platform diagram 

The metering data stored in the utilities’ databases is imported and processed by the integration 
services with the aim of selecting the data of interest and adapting its format. The smart meters 
deployed in the pilot site send periodically inside metering data from water, heat and power. The 
deployment and registration of meters is being processed in the SmartAmm system. 

The Business Logic modules read and process these data. It is also possible to get analyses and 
reports on external information that will be processed by the Analytics module. Information from 
web forms can be processed by the platform using web services. Depending on the data received, 
it is possible to control the data reporting to external services and to the DaaS platform. 
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All of these processing modules, once the data have been read, cleansed and processed, store the 
information in the SmartAmm storage that feeds the Aggregation Service module via Windows 
services which sends periodically Kalundborg pilot site data to the web service of the aggregation 
interface in the DCP. 

 

Module Name Rationale Type 

Integration Services 
Processes utility consumption 
data from Utility company to 
local database 

FTP services 

Integration Services 
Receives and translate meter 
consumption data to local 
database 

Program 

Business Logic 
Processes data between 
Integration services and 
Analytics, reporting and VEC. 

Program 

VEC (Business Logic) 
Validate estimate and cleans 
data and prepare for 
Aggregation.  

Program Logic 

Web Services 
Processes web forms data to 
local database 

Program 

SmartAmm metering system 
Stores cleansed and 
processed data from 
Kalundborg Pilot Site 

Database 

SmartAmm SQL 
Stores raw sensed data from 
Kalundborg Pilot Site 

Database 

Windows services 
Send data to aggregation 
Module 

Program 

Table 4 - Kalundborg's Pilot Site components 
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2.3.2 Integration Architecture 

 

Figure 10 - Kalundborg's Pilot Site architecture 

 

The equipment installed in the facilities of Kalundborg municipality consists of: 

 Fiber optics: 75 mbit/s connection to Gateway. 
 

 Gateway: 100 Mbit/s wireless gateway placed on streetlight pole. 
 

 Nodes: 6 nodes spread in an area of 1 Km2 placed on streetlight poles 
 

 Internet connector: connects Home Metering Network to Nodes. 
 

 Home Gateway: receives M-bus and ZigBee data from meters and transfer to internet. 
 

 Meter Energy print: receives data from meters with high latency and push data to 
Gateway. 
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Figure 11 - Kalundborg's Pilot Site architecture detail 

 

 

2.3.3 Integration with DaaS Cloud Platform 

The designed SmartAmm platform integrates as below: 

 Primary data: Updating of static data like building data, heat sources and demographic 
data is sent default and when needed. 
 

 Daily sending: By default the gateway is set to send information to the aggregation 
interface of the DCP with once a day latency in order to minimize the length of the 
deliveries while keeping up to date the information. This parameter can be modified if 
needed. 
 

 Hourly data: By default the data sent is hourly but the local database stores also quarterly 
and minutely data as needed. This parameter could be modified if needed. 
 

 Variables measured: Currently the gateway sends periodically information regarding 
power, heat and water consumption but the parameters can be extended. 
 

 Log control: Every event or action in the gateway is recorded in a log in order to facilitate 
debugging and control. 
 

 Secure access: The web service client implements X509 security certificate to ensure its 
identity to the aggregation interface. 

2.3.3.1 Process to compose message Info 

The SEAS-NVE site platform will send the aggregated information in a XML file according to a 
specific format defined in the schema definitions and then embedded in a SOAP message. As has 
been said before, the communication between the aggregation interface and the pilot sites 
gateways uses SSL protocol and signature authentication by using private certificates and 
timestamp. 
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Below there is an example of message sent from the SEAS-NVE Services to the DCP aggregation 
interface. 

 

Kalundborg's Pilot Site message example 

 

2.3.3.2 Security implementation 

The process to secure the data follows different ways for each of the data sources of the Pilot Site. 

 

Place   Description Security approach 

HAN Meter to Gateway AES-148 encrypted data module, simplex (read only) 

WiFi Gateway to node AES-148 encrypted, hidden MAC address and password protected 

WiFi Streetlight WiFi Hidden MAC, Password protected 

DMZ 
SmartAmm 
integration 
Services 

Password protected, firewall in DMZ, VPN connected 

SEA SmartAmmServer Behind firewall in SEA, double password protected 

<?xml version="1.0" encoding="utf‐8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:urb="http://urb‐grade.eu"> 
  <soapenv:Header/> 
  <soapenv:Body> 
    <urb:AggregateMessageRequest> 
      <messages xmlns:xsi="http://www.w3.org/2001/XMLSchema‐instance" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema"> 
        <message> 
          <head> 
            <timestamp>2015‐04‐13T16:11:42.9000728+02:00</timestamp> 
            <messageType> 
              <type>001</type> 
              <version>002</version> 
            </messageType> 
            <messageSource> 
              <messageSourceElement>SeasNve</messageSourceElement> 
            </messageSource> 
          </head> 
          <content> 
            <gcontent> 
              <ID_Meter_consumption>23456</ID_Meter_consumption> 
              <Consumer_measure>8650</Consumer_measure> 
            </gcontent> 
           </content> 
         </message> 
      </messages> 
      <urb:tenantCode>10</urb:tenantCode> 
    </urb:AggregateMessageRequest> 
  </soapenv:Body> 
</soapenv:Envelope> 
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KF 
Utility company 
data 

Behind Firewall double password protected 

Daas 
 

It is a digital archive that identifies its owner. It has 2 keys, a private one 
than only knows the owner a public one that is used for the recipient. 

 

DSE12 
Web service 
security policy 

HTPPS encryption 

Table 5 - Kalundborg's security approach 

 

The Data Center is hosted at the servers of SEAS-NVE with all the security implementations of its 
network and cannot be accessed by the outside. 
 
  



URB-Grade D.4.3 - Integration and Testing of DaaS Platform 

Page 27 of 32 

3 Daas Cloud Platform 

3.1 General Architecture 

The complete architecture of the DaaS Platform has been described in the deliverable 3.1.2 from 
three different approximations: conceptual, technological and system architectures.    

 

 

Figure 12 - Architecture overview 

 

At this section we will focus only on the DaaS Cloud Platform. The lab environment defined to 
support the deployment of the Cloud Platform ensures the correct vision between all the 
interconnected processes, distributed among modules. The modules that have been integrated at 
the cloud platform are the following: 

- Orchestration Module 
- Prediction Module 
- Analysis Module 
- Quantification Module 
- Profiling Module 
- Dashboard Module 

These modules use many others components that are necessary for the correct comprehension of 
the whole platform as are: 
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- Core module 
- Database layer 
- Semantic layer 
- GIS layer 

3.2 Modules Distribution 

The distribution of modules at the lab environment have been done following a microservices 
architecture and trying also to distribute the efforts of the different partners, avoiding unnecessary 
dependencies as much as possible. 

 

 

Figure 13 - System Architecture topology 

This distribution, shown in the figure, allows future progressive growth of the platform and, at the 
same time, a perfect fit of the resources assigned to each server depending on the needs of each 
module.  It is important to remark that the orchestration (implemented by the ESB) and the Core 
are very similar in objectives. Both are in conjunction the glue of the rest of modules. That is one of 
the best reasons of why they have been deployed together.   

Also all the communications between modules are done indirectly by the orchestration module. 
This component is in this way a proxy to allow connecting each module inside the platform, and 
this allows an easy and scalable platform. 

One task that has been done to facilitate the integration is to publish the virtual machine schemas 
of these servers to each partner. Therefore, the partner had the opportunity to develop and test 
their developments in a very similar environment as the lab environment. This has been very 
important to reduce the risk of problems at the integration phase. 

Each partner responsible of a certain module have had granted access to the corresponding 
servers, allowing the installation and deployment of the services developed. The integration is 
basically the configuration to consume and publish the needed services at the orchestration 
module. It is a responsibility of the orchestration module to redirect each petition to the correct 
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service. In fact, a great part of the work done for the orchestration module is an integration itself, 
configuring and exposing all the interfaces that should be consumed by the rest of the services. 

Another important point regarding the integration of the aggregation service through the 
orchestration module is the client authentication. This is done thanks to a set of client certificates 
that have been sent to each partner involved. These certificates should be presented in the 
security extension for the web services, allowing the server to authenticate, and check against a 
trust store if the requested client is a valid client for the platform. 

3.3 Reverse Proxy 

The last part that has not been defined yet at any deliverable and that is much related with the 
integration tasks is the reverse proxy. All the services that have been described previously have 
been integrated internally at the cloud platform, but there is also the need to expose services to the 
rest of the world. A very clear example of this concern is the aggregation interface which needs to 
be consumed by the pilot sites when sending information to the cloud platform. 

To allow this, the lab environment proportionates a dedicated server to redirect petitions to some 
services published internally. This proxy is configured to capture some literals at the URL petitions 
from external entities.  When detected (the URL matches some criteria), the proxy redirects the 
petition to the public services published at the orchestration module. 

 

 

Figure 14 - Reverse Proxy schema 

Another important issue for the reverse proxy is the security aspect from the point of view of the 
communications encryption. This proxy is configured to communicate via https protocol.  The 
server certificate has been self-signed for the demonstration purposes, but it is valid enough to 
establish secure communications between the external and the cloud platform.  Each client who is 
able to communicate with the published services at the server must accept the server as a valid 
end-connection inspecting the server certificate. 

3.4 Orchestration 

As a microservices architecture, these internal services of the cloud platform are integrated 
following a contract first schema. In this aspect, the orchestration module is one of the most 
important components to understand the integration, due that it is the glue of the platform, and in 
conjunction with the core module makes the difference between having a set of separate modules 
and a big platform concept compound by a set of services. 

 

 



URB-Grade D.4.3 - Integration and Testing of DaaS Platform 

Page 30 of 32 

 

Figure 15 - Orchestration Module 

 

The orchestration module, jointly with the core module, makes the role of the heart of the platform. 
Every module need to publish their services through the orchestration module, giving to it the 
responsibility to redirect the petition to the correct module at each case. 

3.5 Aggregation of Messages 

The Cloud Platform could be seen from three main scopes: 

- Aggregation of messages 
- Profiling of the tenants 
- Analysis of the information 

From the point of view of integration, the aggregation of messages to the platform is a complex 
process that starts at the gateways of the pilot sites and ends at the quantification module.  Due to 
its complexity and importance it has been considered to make a specific section explaining the 
works done for the integration of all the components that conform this process.  The rest of the 
modules at the cloud platform could be seen as an easy integration due to the capabilities of the 
orchestration module. 

One of the main aspects to consider during the integration between the cloud platform and the 
gateways that will feed the platform is the security. For this reason, all the tenants that connect with 
the platform need to be secured.  For demo purposes three certificates where generated for the 
pilot sites. Each of them was sent to the corresponding pilot site in order to sign the incoming 
messages with that certificate.  On the other hand, the server stores the public part of these 
certificates in its trust-store, allowing the access only to the messages signed by these certificates.  
In the same sense, the gateways need to trust the server certificate, for both: the encrypted 
connection (SSL) and the signing of the messages by the server. 

The incoming messages from the gateways are received at the ESB (WSO2 ESB server), which is 
configured to allocate the aggregation interface. This is configured to validate the signature of the 
message and redirect the petition to the core module (it is a tomcat server at the same machine 
but with different port).  The Core module allocates an aggregation interface web service which is 
able to receive the message performing four important tasks: 

- Validate the schema of the messages. 
- Validate the information at the header. 
- Persist the RAW information. 
- Resend the messages to the Quantification Module. 

The last part for the information that is fed at the platform is the quantification.  The Core module 
resends the validated information to the Quantification Module which is capable to decode the 
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content of the messages and perform the calculations of KPIs needed, storing (indirectly by the 
DAO component) the results of the KPIs. 

From a point of view of integration, this last part is directed by the orchestration module which is 
the component in the middle of all the communications between the other modules.  All the 
services in this transaction have been configured at the ESB to redirect consequently to the 
corresponding web services of the modules. 
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4 Integration Tests 

Integration tests results will be delivered as an Annex of this deliverable. 

 


